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1. Introduction 
As wireless technologies are increasingly integrated into our lives, the security 
vulnerabilities are increasingly important. From the now ubiquitous remote keyless entry 
in our cars to contactless payment systems, these systems are ingrained into daily 
activities. 

With new technologies, come new opportunities for criminals—especially clever 
criminals.  This paper examines various wireless technologies, how they have been 
exploited, and current and future solutions to these exploits.   

The examination of these technologies and exploits is through the prism of case studies.  
These case studies are examinations of technologies that are familiar and should assist 
the reader in understanding how and why these security vulnerabilities exist and how 
they may be ameliorated. 

2. Case Study 1: Garage Door Openers 
The wireless garage door opener is the first wireless key used widely by individuals.  
Unlike the other doors to the home, the garage door is large and too heavy to easily lift.  
Getting out of the car, opening the garage door, getting back in the car, driving into the 
garage, and then closing the door is a major inconvenience when compared to the 
ease-of-use of a remote-controlled garage door opener.   

Wherever there is a new technology, there are exploits.  Many homes have garages 
connected to the home and people frequently forget to lock the door between the 
garage and the home or deliberately leave it open for convenience.  People also store 
their cars (what one would presume is most householdsʼ most valuable thing owned 
after the home itself) in their garages and store numerous other things in the garages as 
well.   

People are generally familiar with the use of these devices, the use of which has 
remained essentially unchanged for decades.   

Early garage door openers were simple devices, easily copied by potential thieves and 
pranksters.  In examining these devices and their evolution, we can see the evolution of 
wireless security as well.   

A. Basic Authentication Concepts  
At their core all authentication schemes come down to a system deciding whether or not 
the person (or system) is who they claim to be.  The oldest of these kinds of systems 
still in existence is physical keys.  Keys use a system of grooves on the key that match 
the tumblers in the lock.  If the grooves and tumblers match, the lock opens.  If they do 
not match, the lock remains locked.   
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Electronic systems are an extension of the same idea.  Ultimately the question is: 
Should this person (or system) be allowed entry?  The next follow up is: How does the 
system know that these potential entrants are who they say they are? 

The initial systems would simply send a code from the transmitter, in the userʼs car, to 
the receiver.  The receiver would then lift the garage door.  The problem with this was 
two-fold.  First, there were a limited number of codes used.  A potential thief could 
simply run through the options.  This is discussed later in this paper as a potential brute 
force attack.   

Secondly, a potential thief could simply listen for the code and then repeat it at a more 
convenient time.  A more sophisticated scheme was required.   

B. Simple Authentication Utilizing The “Nonce” 
The next logical step was to use a “number used once” or “nonce.”1  The immediate 
advantage is that because the code is used once, an eavesdropper would be unable to 
reuse the code in order to gain entry.   

This can be combined to with encryption to create a more secure system. 

Anderson gives an example: 
T → G : T, {T,N}KT  

The in-car token sends its name, T, followed by the encrypted value of T 
concatenated with N, where N stands for “number used once,” or nonce.  
The purpose of nonce is to assure the recipient that the message is fresh, 
that is, it is not a replay of an old message that an attacker observed.  
Verification is simple: the parking garage server reads T, gets the 
corresponding key, KT, deciphers the rest of the message, checks that the 
plaintext contains T, and, finally, that the nonce N has not been seen 
before.2 

The nonce is a powerful and effective tool, but it is not without its own problems.  

The first problem is:  How do you know that the number (nonce) has only been used 
once?  The second issue is:  How many codes can there be?  The solution that was the 
first to tackle the issues was the system of rolling codes, discussed herein.  How rolling 
codes work and the issues with that solution are discussed later in this paper. 

3. Case Study 2: Remote Keyless Entry for Automobiles 
Remote keyless entry for cars has become a mainstay on virtually every keychain.  No 
longer must people concern themselves with fumbling in the dark for their keys or frozen 
locks on a car left outdoors in the cold.  Remote keyless entry systems were initially also 
a godsend for criminals who no longer had to resort to “slim jims” and or other lock-
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picking devices.3  A radio transmitter and a little bit of luck were all a car thief would 
need. 

Garage door openers and remote keyless entry systems have traditionally been single 
transmitter and receiver systems.  The problems inherent in these systems will become 
clear later in this paper. 

4. Case Study 3: Contactless Payment Systems 
Contactless payment systems are now available from many banks and usable in 
numerous drug stores, restaurants, coffee shops, gas stations, and so on.  The first 
mass-market example in the United States would be the Mobil Speedpass, first 
introduced nationally in 1997.4 

Generally:  
Contactless payment systems represent cashless payments that do not 
require physical contact between the devices used in consumer payment 
and [point of sale] POS terminals by the merchant. Radio frequency 
identification (RFID) devices can be embedded in the most different forms, 
as the form of cards, key rings, built into a watch, mobile phones.5 

For our purposes, the form in which the RFID device takes is not important.  The 
important factor is that these are generally low-power devices, generally 
designed to be used at short ranges, and used to make payments for goods and 
services.  For purposes of this paper, we are concerned with the technological 
implementations and exploits. 

A. Mobil Speedpass 
The Speedpass system was initially only available at Mobil gas stations, but soon 
spread to McDonaldʼs restaurants and other stores.6  Additionally, Exxon and Mobil 
merged in 1999, and so Speedpass began to be available at Exxon stations as well.7 

 
Figure 1: Speedpass8 
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Figure 1 shows that Speedpass was a small physical token that attached to a keychain 
that contained the radio transmitter inside a hard, plastic shell.   

Today, in the United States, Speedpass appears to be limited to Exxon and Mobil gas 
stations and their attached convenience stores and car washes.9  

There are several reasons why Speedpass has not become the ubiquitous contactless 
payment standard, some technological, some commercial, and some social.   

From a technological point-of-view, Speedpass security was easily broken.10  The 
current generation of contactless payment systems aims to fix the shortfalls of 
Speedpass.11   

B. MasterCard PayPass / Visa PayWave / American Express 
ExpressPay 

The two largest players in the credit card and debit card fields are undoubtedly Visa and 
MasterCard.  While we call them “credit card companies,” they are actually technology 
businesses that assist banks to issue credit, debit, and prepaid cards.  Visaʼs web site 
explains: 

Visa does not issue cards, extend credit or set rates and fees for 
consumers.  Visaʼs innovations, however, enable its bank customers to 
offer consumers more choices:  Pay now with debit, ahead of time with 
prepaid or later with credit products.  In fact, approximately 70 percent of 
Visa payment transactions in the United States are debit and prepaid, not 
credit.12 

MasterCard has branded its contactless payment system as “PayPass,” whereas Visa 
calls its system “PayWave.”  PayPass and PayWave are available on many bank credit 
and debit cards, for example Chase Visa PayWave is branded as “blink” (all lower-
case).13  American Express, in contrast, typically issues its own cards,14 but subscribes 
to the same technologies and calls its contactless payment system, “ExpressPay.”15   

 
Figure 2: Contactless Payment Symbol16 

PayPass, PayWave, and ExpressPay can be used “anywhere you see this symbol  — 
at convenience stores, gas stations, fast-food restaurants, supermarkets, stadiums, 
[and] even your dry cleaners.”17  The Smart Card Alliance gives more examples of 
issuers, locations, and merchants who are issuing and accepting this contactless 
payment technology.18  It is becoming ubiquitous, as it is available to use at the ever-
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present Duane Reade chain of New York City drugstores, and is even usable in portions 
of the New York metropolitan area transit system, including the famous yellow taxis.19 

As of 2005, there have been over 17 million cards issued.20   

i. Basics of Technology 
These cards are compliant with the ISO/IEC 14443 standard.21  The ISO/IEC 14443 
standard was designed to allow for high-frequency, high-security, low-power, short-
distance RF transmission of data.22   Sometimes the cards based on this technology are 
referred to as EMV cards for EuroPay, MasterCard, and Visa, the original developers of 
the current standard.23  American Express joined later.  Similar technology that also 
adheres to the ISO/IEC 14443 standard is to be used in “ePassports” being issued by 
governments.   

The Smart Card Alliance describes the technology as follows: 
• At the card level, each contactless card can have its own unique 

built-in secret "key" that uses standard 128-bit encryption 
technology to generate a unique card verification value or a 
cryptogram that exclusively identifies each transaction. No two 
cards share the same key, and the key is never transmitted. 

• At the system level, payment networks have the ability to 
automatically detect and reject any attempt to use the same 
transaction information more than once. Thus, even if a fraudster 
should "read" information from a contactless transaction, or even 
multiple transactions from the same card, this information would be 
useless. 

• The processing of contactless payments does not require the 
cardholder name to be exchanged between card and terminal. In 
fact, best practices being used within the industry do not include the 
cardholder name in the contactless chip. 

• Some contactless payment cards and devices do not include the 
cardholder's account number, but use an alternate number that is 
associated with a payment account by the issuer's backend 
processing system. This alternate number would not be able to be 
used in other payment transaction (e.g., with a magnetic stripe card 
or on the Internet). 

In addition, cardholders control both the transaction and the card 
throughout the transaction. Cardholders do not have to surrender either a 
card or their account information to a third party during a contactless 
transaction and contactless payment devices are designed to operate at 
very short ranges – less than 2 to 4 inches – so that the consumer needs 
to make a deliberate effort to initiate the payment transaction.24 
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The ISO/IEC 14443 standard provides for a mutual authentication between the tag 
(which is built into the card) and the card reader (which is typically at the point-of-sale 
system).25    

If success is based on the amount of payment devices issued, then this can be 
considered to be wildly successful.  

However, success must be viewed from a security-resilience point-of-view.  Upon 
examination of the known attacks, it can be best determined whether or not these 
devices meet their stated goals.   

5. Basic Attacks 
Security tends to be a game of leapfrog.  As soon as a new system is developed, “bad 
guys” find a way to hack it to their advantage.  Soon thereafter engineers develop new 
security measures, and then more bad guys (and “white hat” researchers) find flaws in 
the new security—and so on. 

Many of these attacks, while increasingly sophisticated, follow a number of basic 
patterns.  In this section, I will examine some of these attacks and how they are 
implemented.  In the following section, I will examine some of the counter-measures and 
how they are implemented.   

A. Early Attacks on Garage Door Openers 
The earliest garage door openers were fairly simple radios.  Even today, most garage 
transmitters are one-way: from the transmitter, which is in the car, to the receiver, which 
operates the door or gate.  The transmitter would transmit a code, and if that code 
matched the receiver, the garage door would open.   

At first there were a small number of codes, and the radio channels are necessarily 
closed-in-number.  Therefore an enterprising criminal could simply drive around 
transmitting the code waiting for it to match a garage door or the criminal could go to a 
particular garage door and cycle through known and likely codes until the door opens.26 

This is a simple form of what is known as a “brute force attack.” 

B. Brute Force Attack 
The brute force attack is the simplest form of attack.  It is simply trying all the possible 
codes until the proper code is found.  The length of time this takes is directly 
proportional to the number of possible keys.   

For example, if there is a 4-digit number used, there are 104 possible codes.  
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0000 0010 … 9990 
0001 0011 … … 
0002 0012 … … 

… …. … … 
0009 0019 … 9999 

Table 1: Four Digit Numbers 

While ten thousand codes is a lot for a person to guess, but a computer could cycle 
through the codes in a trivial amount of time. 

For garage door openers, the earliest systems used far fewer: only 28 or 256 codes.27 

The simplest solution to a brute force attack is simply to make the number of 
possibilities too large to easily guess in a given amount of time.  

“Too large” is dependent on several factors such as: computer speed, time that is willing 
to be spent, currently available algorithms.  As computer speed continues to follow 
Mooreʼs Law, doubling every 18 months, this becomes less of a limitation each year.  If 
a “bad guy” is willing to leave a device near a target for some extended amount of time, 
then the device can continue to guess for that time period.  Security experts, 
mathematicians, computer scientists, and engineers are always coming up with newer, 
better, and faster algorithms to decimate the required time to conduct operations.   

Brute force attacks, while slow, remain effective on a long enough time scale.   

C. Man-in-the-Middle Attack 
The man-in-the-middle attack is a classic cryptographic and security problem that 
remains one of the most perplexing problems.  Even modern systems remain somewhat 
vulnerable to the man-in-the-middle attack.   

It is, at its core, an attack on mutual authentication.28  See, supra, “Mutual 
Authentication.”  As illustrated in the diagram below, the man-in-the-middle places 
“himself” between two parties trying to authenticate themselves to one another. 
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Figure 3: Diagram of the Man-in-the-Middle Attack29 

In Figure 3, Alice wants to communicate with Bob.  Alice sends a login request to Bob, 
but it is intercepted by the man-in-the-middle.  The man-in-the-middle then passes the 
request to Bob.  Bob receives the request and issues a challenge back to the man-in-
the-middle.  The man-in-the-middle then sends that challenge to Alice.  Alice, thinking 
that the challenge has come from Bob, send an appropriate response.  The man-in-the-
middle forwards that response to Bob.  Bob, now satisfied that the message has come 
from Alice, grants access to the man-in-the-middle.  The man-in-the-middle then sends 
a denial message to Alice.   

Even though the man-in-the-middle lacked any of the proper credentials to establish a 
relationship with Bob, he used Aliceʼs credentials to establish a session.   

The power and utility of a man-in-the-middle attack is that it can defeat many instances 
that use strong cryptography.  It doesnʼt matter how strong the keys used by Alice and 
Bob are.  Because the man-in-the-middle stands between Alice and Bob, and each 
thinks that it is speaking to the other and not the man-in-the-middle, the man-in-the-
middle does not need the keys.   

D. Relay Attack 
Relay attacks can also be thought of as an “active” man-in-the-middle attacks.  In the 
typical man-in-the-middle attack, the man-in-the-middle acts as an eavesdropper—
waiting for the first party (“Alice”) to contact a second party (“Bob”).  By contrast, relay 
attacks are typically initiated by the malicious party.     

In a relay attack, the attacker places one of her devices in the proximity of 
the key, and the other device in the proximity of the car. The attacker then 
relays messages between the key and the car, enabling the car to be 
opened and started even if the key is physically far from the car. This 
corresponds to the scenario where the key is e.g., in the ownerʼs pocket in 
the supermarket, and the car is at the supermarket parking lot.30 
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The relay attacker is similarly in-between the two parties to the communication, but it 
uses the protocols to attack in an active manner.  Because this is, like a man-in-the-
middle attack, essentially passing of messages, it does not matter whether the 
messages are encrypted.31 

i. Relay Attack on a Keyless Entry System 
Relay attacks have been shown to be effective on newer, passive keyless entry 
systems.  These newer systems share more in common with contactless payment 
systems in that the user need not press any buttons on the keys themselves. 

In these passive systems, the user approaches the door to the car with the key in his or 
her pocket.  When the user is in proximity to the car, the doors will unlock for the user.  
Then when the user is in the car, the user can then press a button (typically on the 
dashboard) and the motor will start—without the user inserting a physical key into the 
ignition.   

The issue then becomes whether or not these systems are also potentially subject to 
relay attacks.  The current literature suggests that the passive keyless entry systems 
are vulnerable to relay attacks. 

 
Figure 4: Relay Attack on a Passive Keyless Entry System32 

Figure 4 is a diagram of how a relay attack would work in a passive keyless entry 
system.  The “bad guy” would be relaying the message between the person, with the 
key in his or her pocket, and the personʼs car. In practical terms, the bad guy may be 
multiple people with one bad guy near the key-holder and another near the car to pass 
messages between them. 

Common Scenario: Parking Lot.  In this scenario, the attackers can 
install their relay setup in an underground parking, placing one relay 
antenna close to the passage point (a corridor, a payment machine, an 
elevator). When the user parks and leaves his car, the Passive Keyless 
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Entry System will lock the car. The user then exits the parking confident 
that his car is locked (feedback form the car is often provided to the owner 
with indicator lights or horn). Once the car is out of userʼs sight, the 
attackers can place the second antenna to the door handle. The signals 
will now be relayed between the passage point and the car. When the car 
owner passes in front of this second antenna with his key in the pocket, 
the key will receive the signals from the car and will send the open 
command to the car.  .  .  .  The car will therefore unlock.  Once that the 
attacker has access to the car, the signals from within the car are relayed 
and the key will now believe it is inside the car and emit the allow start 
message. The car can now be started and driven. When the attacker 
drives away with the car, the relay will no longer be active. The car may 
detect the missing key; however, for safety reasons, the car will not stop, 
but continue running.33 

In a car theft type scenario, a thief would only have to get the car running once in any 
event.  The thief could then take the car to a “chop shop” and have a large enough 
amount of time to physically bypass any type of security. 

ii. Relay Attack on Contactless Payment Systems 
Contactless payment systems are becoming increasingly ubiquitous.  The next issue is 
whether or not relay attacks can be successful against these contact payment systems.   

Researchers have “successfully implemented and demonstrated against an ISO 
14443A contactless system using guidelines in public literature and easily obtainable 
hardware.”34  In 2009, Hancke, et al. were able to construct a system that was able to 
perform relay attacks in a contactless payment system that matches the ISO standard 
used by Visa, MasterCard, and American Express.35   

By their own estimations, the hardware required to perform a relay attack cost under 
$230 in off-the-shelf components that required minimal modifications.36   

E. Power Analysis 
Power analysis uses external, hardware clues to determine the codes that a device is 
sending and receiving.  When any hardware device operates there is “leaked 
information” such as: “power consumption, electromagnetic radiation .  .  .  timing, 
errors, etc.”37 

The hardware can be examined by analyzing the input, output, and this leaked 
information in order to determine how the hardware operates and what operations it is 
undertaking.  

For instance, when a microprocessor executes different instructions, the power usage is 
different.38  If the power usage is known, the instructions executed can be inferred.  
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Inferring processes and some knowledge of the input and output can allow a malicious 
hacker to know the operation of an electronic device. 

6. Solutions to Attacks 

A. Rolling Codes 
Given the ease with which attackers could fool the early garage door openers, 
engineers needed to come up with a better way to handle this kind of security.  This was 
especially important if this system was to be implemented for car remote entry.   

The system that was devised was one of “rolling codes.”  Both the transmitter and 
receiver “roll” to the next code after a code authenticates.   

Marshall Brain at How Stuff Works describes one system for remote keyless entry for 
cars as thus: 

The controller chip in any modern controller uses something called a 
hopping code or a rolling code to provide security. For example, .  .  .  
[one] system [] uses a 40-bit rolling code. Forty bits provide 240 (about 1 
trillion) possible codes. Here's how it works: 

• The transmitter's controller chip has a memory location that holds 
the current 40-bit code. When you push a button on your key fob, it 
sends that 40-bit code along with a function code that tells the car 
what you want to do (lock the doors, unlock the doors, open the 
trunk, etc.). 

• The receiver's controller chip also has a memory location that holds 
the current 40-bit code. If the receiver gets the 40-bit code it 
expects, then it performs the requested function. If not, it does 
nothing. 

• Both the transmitter and the receiver use the same pseudo-random 
number generator. When the transmitter sends a 40-bit code, it 
uses the pseudo-random number generator to pick a new code, 
which it stores in memory. On the other end, when the receiver 
receives a valid code, it uses the same pseudo-random number 
generator to pick a new one. In this way, the transmitter and the 
receiver are synchronized. The receiver only opens the door if it 
receives the code it expects. 

• If you are a mile away from your car and accidentally push the 
button on the transmitter, the transmitter and receiver are no longer 
synchronized. The receiver solves this problem by accepting any of 
the next 256 possible valid codes in the pseudo-random number 
sequence. This way, you (or your three-year-old child) could 
"accidentally" push a button on the transmitter up to 256 times and 
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it would be okay -- the receiver would still accept the transmission 
and perform the requested function. However, if you accidentally 
push the button 257 times, the receiver will totally ignore your 
transmitter. It won't work anymore.39 

This “257” problem is not the only one.  After all, a receiver is now programmed to 
accept not 1, but 257 valid codes for the next code.  One of the largest problems is with 
the pseudo-random number generators.  Because the randomness of these number 
generators is frequently predictable (i.e. some are more random than others), the next 
number in the sequence can be guessed with a good degree of accuracy.   

Researchers have cracked the KeeLoq cipher in 2007, which is used in many cars 
currently on the road.40 Other researchers were soon able to clone “a remote control 
.  .  .  from only ten power traces, allowing for a practical key recovery in few minutes. 
Once knowing the manufacturer key, we demonstrate how to disclose the secret key of 
a remote control and replicate it from a distance, just by eavesdropping at most two 
messages.”41 

Rolling codes is not sufficient to guarantee any security.   

B. Basic Mutual Authentication  
At its most basic, mutual authentication is when both parties authenticate themselves to 
one another.  In the typical garage door opener-type situation, the transmitter 
authenticates itself to the receiver by transmitting a code.  The receiver never transmits 
any information back to the transmitter.  Mutual authentication occurs when both parties 
transmit and receive information in order to identify themselves to the other. 

One of the earliest problems with mutual authentication was power consumption.  
Garage door openers typically utilize a small battery, typically a couple of AA 1.5 volt 
batteries. Car remotes use a watch battery with its further limited life.  Because these 
devices were only activated when the buttons were pressed, for short bursts, and with 
uni-directional communications, the amount of power was adequate for those purposes. 

However the power required for bi-directional communications with the technologies 
available was too high.  This precluded more advanced mutual authentication.  More 
current systems are actually designed so that they require no battery.  For example, the 
contactless payment system cards have no battery.  Power is provided by 
electromagnetic energy in the RF transmission itself.42 

Newer mutual authentication schemes can take advantage of more sophisticated 
cryptographic schemes.  However, these systems are often susceptible to attacks, such 
as relay attacks, described above.   
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C. Timing Analysis / Distance Bounding 
Timing analysis and distance bounding protocols are used as a way of defeating relay 
attacks.  These techniques have the same goal, namely ensuring that the short-range 
device is within the desired short distance.   

In a relay attack, the time it takes to relay the message back-and-forth is higher than the 
time the devices take to mutually authenticate when in close proximity.  This is because 
the relay attack devices do some processing and because of the time information has to 
travel given the increased distance.  Essentially, this form of mutual authentication can 
be summarized as: “I am who I say I am because Iʼve responded quickly.” 

The system can reasonably conclude that a delayed message is not a legitimate one.43  
The standard used by the credit card companies, ISO 14443, does use timing 
constraints in order to determine whether or not the card and terminal are in proximity 
with one-another.44  The timing constraints are in microseconds. 

Timing constraints also utilize the timing of the response within each device itself.  
Frame response time is defined as “the time within which a token shall start its response 
after the end of the readerʼs data.”45  Hancke, et al., found that in practice, they were 
able to successfully use relay attacks as long as the total time was under 5 ms.46  They 
suggest stricter enforcement of the protocols in order to ensure greater security. 

Rasmussen and Capkun describe some of the issues with timing analysis and distance 
bounding as such: 

One of the main assumptions on which the security of distance bounding 
protocols relies is that the time that the prover spends in processing the 
verifierʼs challenge is negligible compared to the propagation time of the 
signal between the prover and the verifier. If the verifier overestimates the 
proverʼs processing time (i.e., the prover is able to process signals in a 
shorter time than expected), the prover will be able to pretend to be closer 
to the verifier. If the verifier underestimates this time (i.e., the prover needs 
more time to process the signals than expected), the computed distance 
bounds will be too large to be useful. 
The challenge in implementing distance bounding protocols is therefore to 
implement a prover that is able to receive, process and transmit signals in 
negligible time.  .  .  .  For most applications, radio distance bounding is 
the main viable way of verifying proximity to or a location of a device. In 
this case, the proverʼs processing time needs to be about 1ns which 
would, in the worse case, allow a malicious prover to pretend to be closer 
to the verifier by approx. 15cm (assuming that the malicious prover is able 
to process signals instantaneously). Currently available platforms do not 
support such fast processing. This strict processing requirement has been, 
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so far, one of the main obstacles for the wider deployment of RF distance 
bounding protocols and related solutions.47 

It is this relation of propagation time and processing time that is its effectiveness, but its 
need for processing power serves as a problem in the short term.  Longer term this part 
may be less of an issue.  Logically, if processing power does improve, timing analysis 
and distance bounding constraints and should become more effective.  This is because 
the shorter response times required by these techniques to defeat relay attacks should 
become increasingly feasible.   

D. Radiological Signatures 
Radiological signatures can be thought of the “good twin” to power analysisʼ “evil twin.”  
Both methods use hardware characteristics to determine the nature of the devices.  
Whereas power analysis measures the power usage of the device to determine what 
messages the device might be sending, radiological signatures measures the aspects of 
the radio signal to determine if the device is who it says it is.48 

How this works: 

 
Figure 5: Transmitter Interference Sources49 

Figure 5 illustrates some interference sources and other imperfections that can be used 
to identify a device.  Each electronic device has its own radio fingerprint or “radiometric 
identity.”   

Radiometric identification is possible because of benign hardware 
imperfections inherent to the analog components of a NICʼs [network 
interface cardʼs] transmit path, which exist due to normal variations in 
physical properties of such components. These imperfections are also 
called impairments because they cause the deviceʼs emissions to differ 
from the theoretically ideal output.  .  .  . 
In a sense, despite superficial sameness of NICs, even when constructed 
using the same manufacturing and packaging processes, no two are 
identical.  .  .  .  a wireless transmitter, even with such minor impairments, 
continue [sic] to operate well within the tolerances specified by the 
corresponding communication standard.  .  .  [A] transmitterʼs radiometric 
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identity, or the unified effect of its impairments, can be observed in its 
radio transmissions and can be used to discern between different [] 
NICs.50 

The downside of using a technique such as this is that it would require a priori 
knowledge of a particular unitʼs radiometric identity.  Additionally, environmental noise 
affects the accuracy of this kind of system.51   Environmental noise would be less of a 
problem in the short-range systems such as payment systems, but pockets, wallets, 
purses, etc. would and do cause some level of interference that may affect this kind of 
system.     

7. General Observations 
The newest systems, such as the ones used in the current generation of contactless 
payment systems, use a combination of some of the techniques used above in order to 
achieve maximum security.  The newest technique to be widely used, timing analysis, 
has been shown to be less effective than initially hoped.52 

However with increasing technologies, security measures will likely catch up with the 
security exploits.   

Ultimately, security will always be a game of leapfrog.  The struggle to create secure 
systems will never stop.  With more of our business being conducted along radio 
frequency, these techniques and new ones will be necessary to ensure maximum 
security into the future.   
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